Cyber Security — Cyber Safety

... How to live with the Internet
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The Internet

Searching
Smartphones (Google)
Tablets Communication
Computers Social Media
Shopping
Banking

As a society, we depend 100% on the internet
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Balance Blessing



The Internet

vy ¥y
"'4 "
oo
g .::"'
"‘ '='\
” w
" LA
w b A
' v

LA 1 B
o v

b A
W Y:v
vy

Knowl
edge Balance Behavi
aviour



The Internet

Knowledge Balance Protect



The Internet
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Threads
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33% 29% 22% 6% 6%

Text message Phone Email Internet Social networking/

79,835 reports 63,821 reports 52,150 reports  13,692reports  Onlineforums

$28 million $141 million $77 mllllon $74 million 13,428 reports
reported lost reported lost reported lost reported lost $80 million

reporied lost




Browsers warn! sz

800 [ Mishing Detected! x
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e S C ]Owwn.chc(kou(qooqlc.th&com/chukoul/gooqle/mil/Ser\-keLoqvn.hlm
velop. Window_Help _ p = .

Warning: Suspected phighing
sitel

Tho websito al www.chockoutgoogle.eb2a com has bosn
reported 83 @ ‘phishing’ silo, Phishing sites trck users into
disclosing personal or financia) information, oiten by pretending to
ik el 2 o I P

Reported Web Forgeryl

A This web page at www.checkoutgoogle.eb2a com has been reported
as a web forgery and has been blacked based 0n your security
preferences.

Wed forgeries are designed 10 Uick you ineo revealing persoral or Brancia)
Information Dy imitating sourtes you may trual.

[s1ering amy informatien on ths wed page may retult in iderery thet or
other frand.

(et ot o berer J wow s ovs 020 pocres?)

® |t’s been reported . S -
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Watch the video (No closed captions)
https://youtu.be/xDNmemSzG A
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Data loss

Human Error Is the Source of
Most Security Breaches

4 I,

Over 95% of all security incidents Poor quality assurance practices
investigated were a result of lead to a loss of nearly $200 billion
‘human error for corporations annually




RANSOMWARE SPYWARE ADWARE

56 o)

Blackmails you Steals your data Spams you with ads

Types of Malware

WORMS TROJANS BOTNETS
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Spread Sneak malware Turn your PC
across computers onto your PC into a zombie




How do you get it?

* Infected email = when you click on the attachment

* Phishing email — when you go to a weblink

* Infected software (e.g. pirated version of MS Office)
* SOmeone gains access to your machine or network




Overview of th

Not
excluded

Phishing
Minimising threats:

o Software |
o« Antennac (educatlon) g




Decline of cash, cheques

Transactions per Capita
Quarterly, annualised

Debit cards

/.V

Direct debits and Y
credit transfers: Credit cards

NPP

= Cheques J
0 1 1 1 1 1 1 1 1 1 1 1 1 1 + e I { 1 o

2002 2006 2010 2014 2018 2022

*  Includes BPAY.
Sources: ABS; AusPayNel; BPAY; Colmar Brunton; Ipsos; RBA; Roy
Morgan Research

NPP is for business to business



Use of mobile devices

Use of Mobile Devices for Card Payments*
Share of respondents in each age group

18-29 30-39 4049 50-64 65+
*  Used at least once In the diary week of the Consumer Paymenls Survey,




Online payment

x Bank transfer

x BPay ' PayPal
! 2 C Pay \ I’Pay
= Direct debit - stripe

Third party
Bank transfer

l Direct payment

= Debit card
» Credit card
» Cryptocurrency




In-store payment methods

Card Payments by Channel

Share of number of in-person card payments

N
%

Tap device
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Most common passwords in Australia

Number Password ﬂnie\q\é’i’gck Number Password Time to crack “1
. —
] 123456 Tsac ) 1 charlie 1sec
2 password 1sec’ 12 1234567 1 sec
3 lizottes 3 hours 13 qwertyl 1sec
4 password] 1sec 14 11111 1sec |
5 123456789 1sec 15 dragon lsec
6 12345 1sec 16 1234 1sec
| 7 abcl23 1sec 17 1234567890 1sec
| 8 gwerty 1sec 18 gqwerty123 1sec
; 9 12345678 1sec 19 australia 6 sec |
R 10 holden 2 min 20 princess 1sec _

SOURCE: NordPass




Why do you need passwords?

Erom:

Protect your:
x [heft ofimoney

x Accounts

: » Theft ofidentity
* Devices x Theftiof personalior
x Networks business information

x Cyberattack




How could anyone get my password?

* Someone watching as you type

» Password sent by email or text (no encryption)
x Password vault cracked or password book stolen
x Password stored unencrypted on computer - stolen

x Phishing - you enter it into a bogus site




Principles

= Long: 14 characters or longer

= upper and lower case

% Or a good passphrase

x Symbols: 3 or more, not the same

= Not dictionary words




Requirements

“Use a small phrase”

x Secure
= Easy to enter lwalkToTheBus1#
x Easy to remember

= Unique







